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Cybersecurity Engineering student at ENSA Tetouan specialized in Purple Team operations, bridging rigorous offensive penetration
testing (Network/Web/Active Directory) with certified incident detection, threat intelligence, and response. eCPPTv3, eWPTX, and
eCIR certified, with proven expertise in advanced web application exploitation, WAF evasion, and simulating adversarial behavior

while performing deep-dive forensic investigations inside enterprise-tier architectures.

PROFESSIONAL CERTIFICATIONS

eWPTX - Web App Penetration Tester eXtreme, INE Security

eCIR - Certified Incident Responder, INE Security

eCPPTv3 - Certified Professional Penetration Tester, INE Security
Google Cybersecurity Professional Certificate, Coursera

Active Directory Enumeration & Attacks, HackTheBox Academy

PROFESSIONAL EXPERIENCE

Sept 2026
June 2026
Oct 2025
Mar 2025
2025

Offensive Security Engineering Intern - Atlas Defenders

« Executed full-scope internal and external penetration testing methodologies against Active
Directory environments, leveraging tools like BloodHound and Impacket to map network-
wide privilege escalation pathways.

« Authored technical remediation reports and Proof-of-Concepts (PoCs) detailing critical web
and host-level system misconfigurations for infrastructure stakeholders.

Cybersecurity Intern - Deltaware Solutions (Remote)

+ Performed automated and manual web application security assessments, leveraging OSINT
techniques and mapping attack surfaces.

+ Conducted managed phishing simulations to evaluate corporate social engineering vulnera-
bility baselines.

EXTRACURRICULAR ACTIVITIES & CTFS

Jan 2026 - May 2026

Nov 2025 - Jan 2026

DGSSI MAC 2026 CTF - National Representative, ENSA Tetouan
« Competed in the national-level event hosted by DGSSI and SecDojo; secured Rank 32 nation-
ally out of elite teams with 1235 points.

« Successfully exploited 8/9 target machines across Basic, Intermediate, and Advanced tiers;
captured initial entry flags on the Advanced Active Directory infrastructure box (AD105).

AUSIM CyberDrill Morocco (Finals)
« Selected for the 18-hour continuous final infrastructure defense and assessment exercise
managed via SecDojo labs.
« Investigated web exploitation vectors, multi-forest Active Directory compromises, and per-
formed live DFIR log analysis via Splunk.

CTF Organizer & Cryptography Author - Eclipse CTF
« Designed and deployed original vulnerable cryptography challenges centered around cus-
tom padding oracle attacks and algorithmic flaws for the academic community.

Co-author & Community Contributor - Security Eagles
« Collaborated with a team of researchers to compile and publish an open-source technical
handbook covering eJPTv2 examination vectors, downloaded widely across local cybersecu-
rity groups.

ACADEMIC PROJECTS

Apr 2026

Jan 2026

May 2026

eJPTv2 Guide

Mohamed Arjaz - Page 1 of 2


mailto:arjaz.mohamed97@gmail.com
tel:+212-771658644
https://www.linkedin.com/in/marjaz
https://github.com/m-arjaz
https://m-arjaz.me/
https://certs.ine.com/7b61926c-ab0b-4948-9c13-218d65a7a97c##acc.dx7Xorkc
https://certs.ine.com/766d983c-7fc5-4aef-971d-1d81e3d83129
https://certs.ine.com/20d41bfc-532f-48be-bde0-c44583c77c98
https://www.credly.com/badges/005bdf64-feca-40f4-a639-dad8d963e6c2
https://www.linkedin.com/posts/marjaz_ejptv2-complete-study-guide-full-release-activity-7435103802250346498-3JM8

API Security Assessment Laboratory
« Designed a black-box evaluation workflow auditing input validation routines across targeted
production REST API architecture endpoints.

« Demonstrated multi-vector exploit execution by chaining BOLA (Broken Object Level Au-
thorization) bypasses with programmatic rate-limiting extraction mechanisms.

Smart Parking - Hardened loT & Full-Stack Platform

+ Developed an end-to-end microcontroller parking system using an ESP32 framework with
local network communication routing.

« Evaluated the physical hardware access attack vectors by implementing secure authentica-
tion verification routines for local RFID scanning systems and peripheral sensors.

Synthesizable UART Controller for FPGA

« Developed a modular, low-level synthesizable UART transceiver using VHDL; simulated func-
tional bus verification tests inside ModelSim environment setups.

TECHNICAL SKILLS & CORE COMPETENCIES

Jan 2026

GitHub

GitHub

Security Disciplines: Advanced Web App Penetration Testing (WAF Evasion, Deserialization, SSRF), Active Directory Domain Pivot-
ing, Threat Hunting, Incident Detection & Triage (SIEM, IDS), Log Correlation, Threat Intelligence (MITRE ATT&CK), Network Traffic

Analysis, Memory & Disk Forensics.

Security Tooling: Burp Suite Professional, Splunk SIEM, ELK Stack, BloodHound, Impacket, Metasploit, Nmap, Wireshark, Ghidra,

Sysinternals
Languages & Frameworks: Python, C/C++, Java, VHDL, Assembly (AVR), PHP, SQL, JavaScript
Languages: Arabic (Native), English (Fluent), French (Fluent)

EDUCATION

State Engineering Degree: Cybersecurity & Embedded Systems - ENSA Tetouan, Morocco
Baccalaureate in Physical Sciences - Highest Honors, Morocco
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